Cape Cod Healthcare
CONFIDENTIALITY AGREEMENT
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Consistent with applicable state and federal laws, the Principles of Ethics of both the American Medical and
Hospital Associations, and established Cape Cod Healthcare, Inc. (“CCHC”) policies and procedures,
individuals who are given access to CCHC records (whether medical, financial or other) as well as all users of
the CCHC Information System (the “CCHCIS”), must acknowledge and agree that they will safeguard and
protect all such records and information from inappropriate use or disclosure. You acknowledge that all such
records are confidential and/or proprietary to CCHC, whether stored in hard copy, film or
computerized/electronic form, and that the unauthorized access, use, disclosure or dissemination of such
information is strictly prohibited.

CCHCIS user codes and passwords will be issued on a private, individualized basis. These codes and
passwords are not to be shared with anyone else, and it is your responsibility to protect and safeguard those
codes/passwords from unauthorized use. Your password is a unique code which identifies your identity for and
within the CCHCIS. All activities, performed using this password, such as, inquiries, data entries and orders,
are recorded and will be attributable to you. The CCHCIS can and will be monitored frequently and without
advance notice for inappropriate access to individually identifiable health information (“PHI — Protected Health
Information”) and for other purposes.

All PHI and other data and information stored on the CCHCIS are the exclusive property of CCHC. Because
virtually all of that information is or will become a part of a patient’s legal medical record, all CCHC policies,
legal restrictions and ethical guidelines applicable to patient medical records, PHI and other protected clinical,
Ei:r(]:aﬂ(c::i?sl and administrative information also apply to the data stored at and within CCHC as well as on the

By signing where indicated below, you acknowled?e ﬁour legal obligation to maintain the confidentiality of
PHI and other patient and CCHC records. You further acknowledge that accessing IEa‘rient and/or CCHC
system information which is not essential to the performance of your duties for and within CCHC, disclosing
your system identifier and/or password to another, allowing access to the CCHCIS by unauthorized individuals
and/or entities whether intentional or unintentional, or any other breach of patient record or health care system
confidentiality policy will be investigated and the consequences could be severe for you, up to and including
your termination as an employee of CCHC and/or the permanent loss of your ability to access CCHCIS.

Should a Medical Staff Member of a CCHC affiliated hospital or an employee of that Medical Staff Member,

disclose PHI or other information obtained from CCHC or the CCHCIS in an unauthorized manner, in violation

of applicable state and/or federal law or in violation of applicable CCHC policy and/or procedure (including

those set forth in this Confidentiality Agreement), the Medical Staff Member, his/her employee as well as

his/her employer shall remain obligated to indemnify and hold CCHC harmless from all claims, demands, suits

:Et)nd liﬁbilities, including reasonable attorney’s fees and costs that may be made or taken against CCHC for that
reach.

Finally, by signing this Agreement you acknowledge your obligations with respect to those confidentiality
obligations imposed upon CCHC and its affiliates pursuant to the Health Insurance Portability and
Accountability Act of 1996, a law more commonly known as HIPAA. You agree to protect and safeguard PHI
(as defined under HIPAA), and acknowledge your receipt of a copy of CCHC’s Notice of Privacy Practices.
You agree to abide by the provisions of that Notice. If at any time you have reason to believe that the
confidentiality of CCHCIS or any other source of PHI may have been compromised at or within CCHC, you are
required to notify your supervisor, manager, department head, or CCHC’s Compliance Office immediately so
that appropriate action can be taken.

| ACKNOWLEDGE THAT | HAVE READ THE FOREGOING CONFIDENTIALITY AGREEMENT AND AGREE TO
ABIDE BY ITS TERMS. *****ALL FIELDS ARE REQUIRED!!*****

Last Name First Name Ml Birthdate (MMDDYYYY) Last four SSN (xxxx)
Job/Title Department/Office Company/Facility Office Telephone
Signature: Date:
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Email: CCHCHelpdesk@CapeCodHealth.org Telephone: 508-957-8700 Fax: 508-862-7510




